IndieAuth

Own your online identity
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Why IndieAuth?

"You're here because you know something.
What you know you can't explain, but you feel
it. You've felt it your entire life, that there's
something wrong with the world [wide web]."

— Morpheus, The Matrix



Who am [|?

_f Login with Facebook  http://facebook.com/aaronpk
jin http://www.linkedin.com/in/aaronparecki

EITer i https:/github.com/aaronpk

http://profiles.google.com/aaron.parecki
(A sieNinwithFoumsauare|  https://foursquare.com/aaronpk

: :
' Sign in with Instagram n/a

http://aaronparecki.com




Sign in to Plancast

\JJ We won't message your triends o send arything dack 1o theee sitas on
your ochalf without your expliot pa'miss on

Want to sign in with a password?

emall cr username ‘ ‘ semssnes ’

Sign Up With Email Address Forgot Password

“Which did | use when | signed up?”
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... but this sounds like OpenID?



OpenlD is a step in the right direction.



IndieAuth was designed to be easy for users
and easy for developers to start using right
away, without the complexities of OpenlD.



Takes advantage of existing user behavior:

People already link to other social profiles
on their home pages



Separation of authentication
code and application logic

(I really did not want to write OAuth
code for half a dozen services in the
MediaWiki authentication system)



How to set up IndieAuth

1. Link to your profiles on auth provider sites

<h3is>My Profiles</h:3>
<. >
< _ =
<a href="http://twitter.com/aaronpk" rel="me">Twitter</a>
</li>
<_ 1>
<2 href="http://github.com/aaronpk" rel="me">Github</a>
<f >
<_ 1
<a href="http://profiles.google.com/aaron.parecki" rel="me">Google</a>
</ >
< 1>
<a href="http://www.flickr.com/people/aaronpk/" rel="me">Flickr</a>
</ 1>
</ >



How to set up IndieAuth

2. Ensure your external profiles link back to your domain

’a aaronpk (Aaron Parecki)
- ' '

aaron@oarackl com

hitp Airaron:aracki com rel="me”
Gooloqi

Podand, O=

Aug 07, 2009

Aaron Parecki

aar cnpk
Co-foundzr and CTO of @gcoleai. Craating my own reaiity.
. - \\ 7”7
Portlard, ON - "ttp/aaronpacecki.com € L= "me




How to set up IndieAuth

3. There is no Step Three




How to set up IndieAuth
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OW YyOu can sign in using your domain!
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How it works

Create the web sign-in form

action="http://indieauth.com/auth" method="'"get'">

>Web Address:</ >
type="text" name="me" placeholder="yourdomain.com" />
type="submit''>5ign In</ >

type="hidden" name="redirect_uri" value="http://example.com/auth" />

Web Address:




How it works

The user starts the auth flow

http://indieauth.com/auth
‘me=aaronparecki.com

&redirect uri=http://example.com/auth



How it works

The IndieAuth.com website searches for rel="me” links

* First look for OpenlD delegate tags

* |terate through all recognized rel-me links
— if a rel-me destination is online, and
— if the rel-me target links back to the user’s page
—then begin the OAuth process with the target



How it works

aaronparecki.com twitter.com/aaronpk

Aaron Parecki

aaranpk

£l @aaronpk on Twitter
@ Code on Github
B LinkedIn Profile
4 Google Profile
Ei Facebaok Prafile

Co-foundzr and CTO of @gcoleai. Creating my own reaiity.
Portlerd, ON - "ttp/aaronpaecki.com/'

** Flickr Photos

&4 Foursquars Checkins
P! Plancast Events

W Lanyrd Conferences

& Geologl Profile J Ve rifi ed




How it works

indieauth.com handles OAuth with external services

Authorize IndieAuth to use P
your account? u

IndieAuth

indiea_th.com

This aooicaticn will be able to:

« Raad Tweeta from your timaine. . , ,
‘ Ind aAuth - Single-signon with your vem
« See who ycu fcllow. dormain

~ Caneel, and rctum 10 apo
DL | Cancel

his asaicaticn will not be able 10!

Fecllow new oe00'e.

+ Updata your grofile.
FPost Tweets for you.

+ Access your direct messages.
See your Twittar password.




How it works

Twitter OAuth completed at indieauth.com

Now identity is verified, finish IndieAuth flow



How it works

IndieAuth redirects the visitor back
to your redirect URI
with a token in the query string

http://example.com/auth
?token=gk/nd4opsyuUxhvF4



How it works

Verify the token with indieauth.com

GET http://indieauth.com/session
?token=gk/n4opsyulUxhvFi4

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

"me": "http://aaronparecki.com/"



Summary

User visits indieauth.com/auth?me=aaronparecki.com
&redirect_uri=example.com/auth

User is verified at their authentication provider of choice

User is redirected back to your site
example.com/auth?token=gk7n4opsyuUxhvF4

Your site verifies token with indieauth.com
GET http://indieauth.com/session
?token=gk7n4opsyuUxhvF4

Verified response

{

"me":"http://aaronparecki.com/"

}



Summary

IndieAuth I User visits indieauth.com/auth?me=aaronparecki.com
&redirect_uri=example.com/auth

RelMeAuth I User is verified at their authentication provider of choice

User is redirected back to your site
example.com/auth?token=gk7n4opsyuUxhvF4

Your site verifies token with indieauth.com
GET http://indieauth.com/session

el i ?token=gk7n4opsyuUxhvF4

Verified response

{

"me":"http://aaronparecki.com/"

}



FAQ

How does it choose which provider to use?

The authentication mechanism is
chosen as the first of the following:

* An OpenlD delegate tag

* The first verified online recognized
OAuth provider



FAQ

For example:
Today, it may use Twitter.com
Tomorrow, if Twitter is down, it may use Github

In all cases, | end up signing in as

aaronparecki.com
regardless of the authentication provider | used



FAQ

What if indieauth.com goes down?

Run it on your own server!

Run the code on a subdomain of your own server,
l.e. auth.example.com

or integrate the logic into your application



Source Code

github.com/aaronpk/IndieAuth

= ﬂ' f_j(jilHu;v, Inc. US]| https: /fgithub.corn,aaronpk/IncieAuth

githlb Explore Gist Blog Help _a aaronpk K :-px [Ty

aaronpk / IndieAuth + Admin M Pull Reques @ Unwateh & |7 Fork
Code Network Pull Requesis C lsswas © Wikl Graphs

Rel'ed 1 implementat on - Suby with 2 [E3T A2 — Raad mors o

http Z/microfermats. orghwiki/RelMeAuth

" Clone in Maa o ZIp HTTP  EEH CHFesd-Day glt@github.con:aaronpk/Indiesuth.giz I.:I Road +Wrhe cocees

RelMeAuth implementation with a REST API



| can only show you the door,




This is awesome. Where can I learn more?

IndieWebCamp! Sat & Sun — Come build cool things!

IndieWebCamp is a 2-day dev camp focused on growing the independent web

l ve IndleWebCamp Sien Ir with your
doran

INDIE WEB CAMP Owin your dete.

Navigatian Rather than posting cortert on third-party silos of cortert, we

Masin g shoulc all own the cortert we're craating. Publiskh on your own
Guast List domair, and syncicate out to silcs.

Planning
Schedu'a

Swezdnns

Teeliec WehCarnin s o anneal gatboring of weh e astors haileieg anec
sraring npen weh rechralagies m emMpewer LSers 1 awre their cwr
icentities & content or the v,eb, end acvarce the state ¢f the indie o - !

L —
[ne = Wel Cenp 2011 Ly Soaror ok

Spansors web. Sae the lorger descripticn.
Roernt changne

Resources "’Vhen

Pru;eds
Getting Startad The sacord anrual InclewebCamp 1= Jura 30U through July 1, 2012, immeadiately after Upan Source Brndge

201 208 Caave the dates
St up your doenain : gaa : o

Saarch » RSVP on tha 2012 Guaet List

indiewebcamp.com




Thank You.

IndieAuth: Own your online identity

aaronparecki.com @aaronpk

Open Source Bridge — Portland, Oregon — June 26, 2012



